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M6-109 Network Vulnerability Assessment Course
The Network Vulnerability Assessment Course is the second of the four-course Cyber Security Certificate Program offered in collaboration with the Naval Postgraduate School (NPS), a US Partnership Education and Training Center (USPTC).  The Cyber Security courses can be taken individually or collectively, as desired; no requirement exists to take the courses in sequence.

The aim of the Network Vulnerability Assessment Course is to involve students directly with the methodologies and techniques used for vulnerability assessments and follow on mitigation. These methodologies will be reviewed in-depth as they are applied from the vantage point of an evil hacker.  An extensive amount of hands-on lab exercises will be used to improve the student's detailed knowledge of security threats and the methods used to exploit them.
Topics to be covered will primarily come from the EC Council’s Certified Ethical Hacker (CEH) certification courseware, supplemented with reading and other relevant materials.
At the completion of the course, students will be awarded the United States National Security Agency (NSA) and the Committee on National Security Systems (CNSS) National Information Assurance Training Standard Certification for System Administrators: CNSS 4013.
The CEH certification exam will be offered, at additional cost of approximately €150, during an evening of the last week of the course in Oberammergau.  

This course is open to private IT companies.
Course Length: 
10 weeks (WEEK 1 in-residence, WEEK 2-9 distance learning, WEEK 10 in-residence)
Offerings per year: 
2

Class Size: 


30 max / 25 min
Security Clearance: 
NATO UNCLASSIFIED
Rank Limitation: 

None
Prerequisites:
a) Language proficiency: English IAW STANAG 6001 3333
b) Students will be expected to know some basic information on operating systems, programming, networks, and information assurance.

c)  Computer equipment: Students are required to supply their own laptop during the in-residence portions of the course.

Course Objectives:
At course completion, the student should be able to:

· Describe how to assess the vulnerability of an organization connected to the Internet, to include how an adversary might perform footprinting, scanning, enumerating, gaining access, escalating privileges, pilfering, covering tracks, creating back doors, and denials of service on a given network.

· Employ the common methodologies and tools of the trade used during the assessments and used in mitigation of a network.

· Define and describe current types of vulnerabilities, how exposed an organization is to them, and how to protect against them.

· Use a variety of operating systems and tools, such as distributions of Linux applications like vi and nmap, to assist them in performing a vulnerability analysis or penetration test on network when given proper authority to do so.

· Understand hackers’ motives, the types of hackers, and history of hackers and their exploits.
NATO SCHOOL: Global Leader in Multinational Military Education and Individual Training








