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M6-111 Network Traffic Analysis Course

The Network Traffic Analysis Course is the fourth of the four-course Cyber Security Certificate Program offered in collaboration with the Naval Postgraduate School (NPS), a US Partnership Education and Training Center (USPTC).  The Cyber Security courses can be taken individually or collectively, as desired; no requirement exists to take the courses in sequence.
The aim of this course is to build upon the primarily concept-oriented Network Security course by focusing directly upon the analysis of actual network traffic. The intended outcome is for the attendee to master the full utilization of a protocol/traffic analyzer as he or she reviews either "live" or pre-recorded traffic for indications, and/or forensic explanations, regarding potential, impending, or realized configuration errors or malicious attacks. 
This is a technical course requiring a technical background.  The target audience is personnel whose work responsibilities require or would benefit from a broad “foundational” overview and moderately deep technical understanding of security issues related to the movement of data between nodes of a communications/network system.

· Security managers should benefit from the technical insights that facilitate informed decision-making and better communications with technicians and engineers.

· Security technicians and engineers should benefit from the big picture that provides grounding and context for what is often narrowly focused, task-oriented, work. 

This course is open to private IT companies.

Course Length:  
10 weeks (WEEK 1 in-residence, WEEK 2-9 distance learning, WEEK 10 in-residence)
Offerings per year: 
1
Class Size: 


30 max / 25 min

Security Clearance: 
NATO UNCLASSIFIED
Rank Limitation: 

None

Prerequisites:
a) Language proficiency: English IAW STANAG 6001 3333

b) Computer skills:  Students should be familiar with Microsoft Excel, Word, PowerPoint, and Explorer

Course Objectives: 

· Gain a deeper understanding of network protocol behaviour; enabling him/her to intelligently distinguish "normal" from "abnormal" (likely malicious) online/network behaviour and recommend a mitigation plan. 

· Master the utilization of a protocol / traffic analyzer as he/she reviews either "live" or pre-recorded traffic for impending, realized configuration errors or malicious attacks. 

· Become familiar with indications for the above mentioned events and be able to develop a forensic explanation. 
NATO SCHOOL: Global Leader in Multinational Military Education and Individual Training








